Abstract-In this paper, color images are encrypted and subsequently damage occlusion is made to the encrypted figures, with different sizes; the intention is to simulate an attack. In this research, two aspects are discussed, namely: the first is to encrypt images with quality; that is, the figures encrypted pass randomness tests proposed in this paper. The second aspect deals with the problem of recovering the encrypted figure information when it has been damaged. To retrieve information from encrypted images, the enryption of images is carried out in two steps: in the first a permutation is applied to the entire image and the second uses the AES cryptosystem with variable permutations. To perform this task an algorithm is used that utilizes the pi number to generate the permutations. To improve the sharpness of the deciphered figures with damage two filters are applied; median and average. To measure the degree of improvement in the damaged images two tests are proposed; the first is the correlation coefficient between adjacent pixels in the horizontal, vertical and diagonal directions. The second is based on the information entropy.
I. INTRODUCTION
T HE purpose of this paper is to analyze the attacks problem on encrypted file images. Such attacks may be in communication or storage, and are important in the context of real-time decisions [1] . That is, when an encrypted message is damaged -by attack or not -and then is decrypted the risk is not knowing the original message and sometimes there is not much time to decide what was the original file, say, less time than to ask for it again. So, the first point is to realize an image encryption with quality. In this sense, there are different image encryption works: there are some recent methods using the Hilbert transform [2] , other Chaos [3] , [4] and Hyper-chaos [5] or even AES cryptosystem [6] with CBC mode encryption [7] , although in this latter case the encryption process is sequential. In the Hilbert transform and Chaos cases, there is the difficulty of not knowing specifically, the size of the keys set. In the case of Hyper-chaos, the keys set is 2 167 and only the brute force attack is mentioned. The chosen-plaintext attacks as linear [8] or differential [9] are not addressed. In addition, there is a research of color image encryption [10] , where the set size of the keys is not specified. Also, there are investigations in optics [11] , [12] , [13] where the number of keys is also Manuscript received on May 11, 2015 , accepted for publication on July 22, 2015, published on October 15, 2015.
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V. M. Silva-García, B. Luna-Benoso, and C. Rentería-Márquez are with the Instituto Politécnico Nacional, Mexico. not noted. There is an interesting research in this field [14] , however, the original image is modified when the figure is decrypted. On the other hand, there is an important encryption research of color images [15] . This work does not use as proof of the encryption quality any of the proposals in NIST Special Publication 800-22.
As for encrypted damage figures [16] , the proposal is to use filters [17] in order to improve the sharpness of images with decrypted damage. This article only uses median and mean filters [17] . It is left for further research to propose other filters using mathematical morphology [18] . Then, for damage encrypted figures two actions that solve this type of problem are proposed, namely: as a first step encrypting images must be such that when these have a failure, it does not appear focused on the decoded figure, see figure 3 . Therefore, applying an initial permutation over all image pixels, randomly constructed is recommended. The intention is to spread the figure data, so that the pixels remain randomly distributed. In this sense, when an encrypted figure suffers damage, it does not appear focused on the deciphered image. As a second step, AES with variable permutations is applied over the permutated image. It is shown later that the images encrypted by this method pass the tests of randomness proposed, which are: horizontal, vertical and diagonal correlation [19] ; Discrete Fourier Transform (DTF) [20] ; entropy; and the proposed "Goodness-of-fit test" [19] . In addition, a sensitivity analysis for the proposed k key is performed; that is, the study of the Correlation coefficient between the figure encrypted with k and k + 1, in order to show that no relationship between them is carried out. A filter is used in the figure decrypted with damage, to improve sharpness. Two types of filters are proposed. The first is the median with different sizes of mask and the second is the average. In addition, two instruments to measure the improvement after applying the filters are used. These instruments to measure the quality of the result are the following: the first is the Correlation coefficient between adjacent pixels in the directions: horizontal, vertical and diagonal. The second corresponds to the information Entropy. Surely there are several filters that could do a better job than suggested here. But, this is not the objective of this research which shows the improvement in the decrypted figures when some of the aforementioned filters are applied.
Damage to the encrypted images is carried out by concentric rectangles, see Figure 6 , and the fault sizes are 35%, 40% and 45% of the total figure area. Of course, the dimensions of these faults may be higher or lower depending on the "quality" required to decrypt images with damage. However, in general it can be said that for the bigger the faults, the
lower the sharpness of the deciphered image. Furthermore, the damage or noise utilized in this paper is the occlusion noise; other noises are not discussed, for example, additive or multiplicative [21] , [22] .
It is important to clarify that this article does not use the compression process in the encryption image, because there are some countries whose safety areas do not allow the compression process in encryption images [23] . In other words, the process employed is Encryption → Decryption. The images encrypted in this work appear in many other investigations. These figures are: Peppers, Baboon, Barbara and Lena. A fifth figure is proposed according to the criteria described below.
II. PRELIMINARIES
The discussion begins with the filters, and as mentioned above, only two of them are discussed, namely, the median and the mean or average. It starts with the median filter which is a statistical non-linear type [17] . Two types of masks are used, which are 3 × 3 and 5 × 5 elements. In general, it can be said that the filters applied in this research conducted a manipulation in space (n × m) of image pixels. In the case of the mean filter, it only used the 3 × 3 size. In both filters the process is as follows: given any figure pixel (x, y) the analysis is made in the neighbor elements. For example, in the particular case of the 3 × 3 mask the (x, y) pixel has as adjacent pixels all the (x, y) considered in Table 1 .
Regarding the median filter the process is as follows: the gray levels of the additive primary colors are arranged red, green and blue for each of the neighbor cells at (x, y) and including the pixel. Denote each of these values, as M r,i , M g,i and M b,i for each of the additive primary colors respectively with i = 1, . . . , n; where n is the total number of cells in the mask. In the case of one color figures, the different gray levels are worked. To illustrate the point, as a case study an array of 3 × 3 is taken, then, for each of the nine cells (x − 1, y − 1) (x − 1, y) . . . (x + 1, y + 1) each of the amounts M r,i , M g,i and M b,i with i = 1, . . . , 9 are sorted. After the amounts of cells are arranged and the median is denoted as δ; then, the following must comply: δ is greater or equal than the n/2 −1 first elements; i.e 50%, and less than the remaining elements. The size of the arrays to be analyzed in this research are 3 × 3 and 5×5, since for a larger mask the process is slow, although, the quick sort algorithm was used [24] .
The damage of the figure does not necessarily achieve greater sharpness. The average filter has equal probability weights; i.e. the same values. The formula is n i=1 M c,i P (M c,i ), where M c,i is the color value c in the cell i, which could be red, green, or blue, and P (M c,i ) is the probability or relative weight of M c,i value, which for this particular situation is 1/n. The P (M c,i ) can be different amounts in different cells, taking into account that n i=1 P (M c,i ) = 1. This filter is classified as linear [17] . The algorithm used for image encryption is AES [25] for the following reasons: because it is a recent symmetric encryption system and as the international standard at this time, it makes this algorithm the most studied in the world. On the other hand, an efficient method for breaking it has not yet been found [26] . It is also noted that AES is a symmetric algorithm [7] , which makes it very fast to encrypt information. There are different encryption protocols with AES [7] . In this work the ECB mode is used for the following two reasons: First, it is important to evaluate how variable permutations work in the encryption figures. Second, this mode allows parallelizing the encryption process and thus reduces time.
However, when the ECB protocol is used to encrypt figures that have low randomness degree in their bits and does not apply the variable permutations process, and also uses the same key for all 128 bit blocks of the image, it may be that the encrypted figure could give us information; i.e, the distribution of the different shades of basic colors follows a certain pattern; see Figure 2 . This is the reason why an additional element is used in the algorithm, in this case a different permutation in each 128 bits block. This permutation is applied in the first round after the operation x-or rather than at the entrance of the first round as Triple-DES does [27] . It also shows that the keys set of AES cryptosystem can be up to 2 256 elements.
The "quality" aspect of a figure encryption has to do with the randomness degree in the distribution of the encrypted image bits. In this sense, several methods have been used to measure the degree of randomness [20] , although in this research the following are used: Correlation; horizontal, vertical and diagonal; Entropy; Discrete Fourier Transform and a different form to measure the degree of randomness of the bits of an encrypted image is proposed, using a "Goodness-of-fit test" [19] . Transcendental numbers are utilized, which have the characteristic of not being a solution of any polynomial with the form a n x n + a (n−1) x (n−1) + . . . + a 0 with a i ∈ Z [28] , but also have the property that the decimal point to the right does not follow any regularity, so they are good candidates for use in generating pseudo-random numbers. The pi number is the transcendent to be employed in this article because it has been well studied [29] .
The generating of permutations is dependent on the AES key. This is according to the following procedure: if we denote by m the integer that represents the string of 128 bits of the AES key. Then the product m × pi is also a transcendental number and from it is possible to get the constants that are used to generate permutations based on the following procedure. Given a non-negative integer l ≥ 2 it is possible to define the set N l = {n ∈ N|0 ≤ n ≤ l! − 1} and on the other hand, according to the division algorithm of Euclid [30] for all n ∈ N l , it can be written uniquely as follows:
Then, using modular arithmetic it is possible to get the C i for i = 1, . . . , l − 1 in a pseudo-random way. Later it will be shown, how from the expression (1) and using an algorithm there is a way to obtain the pseudo-random permutations: for both situations; the whole image and for each block of 128 bits.
The Entropy is measured according to the formula − x∈X P r (x)log 2 P r (x); in Section 5, a more detailed explanation is given. Regarding the color image, each of the primary additives -red, green and blue-is described by one byte; that is, 256 gray levels are sufficient for each of them. Then, if a particular primary color has uniform distribution; i.e, all points are equally likely, the entropy value is 8 [31] . Although, one case in which the Entropy is 8 can be constructed, and the distribution of values is not random. However, in practice this is not so. Thus, values as close as possible to 8 for each of the primary colors, in an encrypted figure are sought.
A statistical test to evaluate the randomness of a bits sequence is formulated by means of a null hypothesis H 0 , which states that the bit string is random versus the alternative hypothesis H a which indicates that this is not so. To accept or reject the null hypothesis a statistical and threshold to define a rejection region is used; so, if the value of the statistical based on the data yields an amount that is in the rejection zone, this implies that the null hypothesis is rejected, otherwise H 0 is accepted.
In any hypothesis test scheme there are two types of errors, namely: type I error and type II error. Type I error is one that is committed when H 0 is true and it is rejected. Type II error is accepting H 0 when this hypothesis is false. The error that is controlled is the type I because it is considered that H 0 is the more important of the two hypotheses. The amount used in this research for the type I error is α = 0.01, although α = 0.001 can also be used [19] .
The probability distributions that are used in the randomness tests are: Chi-square χ 2 , the standard normal distribution and Complementary Error Function erf c(z) = (
Correlation between two random variables x, y, is performed using the adjacent pixels of an encrypted image for each primary color additive; red, green and blue. The reasoning is this: if the encryption figure has good "quality"; then it is expected that the Correlation coefficient between adjacent pixels horizontal, vertical and diagonal is a number close to zero.
III. ALGORITHM TO GENERATE PERMUTATIONS Suppose for the moment, that in the expression (1) the constants C 0 , C 1 , . . . , C l−2 are known and based on them the following algorithm is constructed:
Step 0. An array in ascending order is defined as follows:
Step 1. The condition C 0 < (l) is observed; then, X[C 0 ] is one element of the array in step 0. So, X[C 0 ] is removed from the arrangement in step 0, and instead is replaced by X[l − 1]; that is, the last element. If X[C 0 ] is the last element, then this is replaced for the penultimate element. Note, only two operations are performed; removal and replacement. That is, the other elements of the array remain unchanged.
Step 2. In the same way as in the previous step, the condition
is an array element of step 1. Thus, following the same logic of step 1, X[C 1 ] is removed and instead is replaced for the last item. Of course, if X[C 1 ] is the last element, then, the process is the same as step 1.
Step l − 1. If this process is repeated at the end the following result will appear:
] is a permutation of the array 0, 1, . . . , l−1. This procedure is performed in steps l−1.
Regarding the complexity to perform this algorithm is O(l), since in each step removal and replacement of an element is carried out, the others remaining unchanged. In this paper two sizes of permutation are generated, namely: the 128 positions and that which permutes the pixels in the entire image. If the figure is about 500,000 pixels, 960 × 540, the size of the problem to be solved is O(500, 000) for this particular case, which means it can be resolved speedily. Actually, the time spent on the construction of the switch from one image of dimensions 960 × 540 is less than ten milliseconds using software. Now, it is relevant to show how the constants C 0 , C 1 , . . . , C l−2 are obtained. Note that it is not important to know the number n, fortunately, because otherwise the integers for the simplest case have a magnitude of 128! − 1 ≈ 10 215 , and for the more complex case the permutation is over the whole image size, the numbers could be 500, 000! − 1, which is huge.
In this sense, the quantities (l−1)!, (l−2)!, . . . are only used as marks; that is, it is not necessary to write them with all their digits. Then, the next question to address is: how to choose the pseudo-random values for the C i for i = 1, 2, . . . , l−1. As mentioned above, this paper used the pi number as follows:
(1) The symmetric cryptosystem key Advanced Encryption Standard-AES, is a string of zeros and ones, which represents a positive integer. Denote this integer as m; then, this paper proposes to multiply m by pi, such that the product is itself a transcendent number. Particularly, in this investigation the symmetric cryptosystem AES-128 is used, although there is the possibility of employing up to 256 bit keys.
(2) After completing the multiplication l × pi, and after the decimal point to the right, one Byte strings are taken which are denoted as: b 0 , b 1 , . . . , b 126 : For each plaintext of 128 bits, it will utilize 127 strings of one Byte. It follows that, the sets number of 127 chains of one Byte corresponds to the blocks number of 128-bits that have the image to be ciphered.
. . , 126 is defined. Remember, the constant C 127 = 0 since it is the last.
(3) Once the constants C i , for i = 0, 1, . . . , 126 were calculated for each block of 128 bits the algorithm described above is applied to get the permutations of 128 positions.
When the whole image has to be permutated, the number of positions to exchange, l, can be 500, 000 or more elements. In such case, the procedure is similar to l = 128. But, there are some differences, namely, the size chains a i is 24 bits, or 3 Bytes. This, since many current images do not exceed 2 24 bits in the spatial resolution. Furthermore, the three-Byte blocks also represent integers. So, it is proposed to calculate the constants C i as follows:
Sometimes in the image to be encrypted some bytes are subtracted, according to the following criteria: If 24 × l mod 128 ≡ 0 where l is the number of pixels of the figure, then, a minimum amount of Bytes is subtracted, say n, such that 24(l) − 8(n) mod 128 ≡ 0. It is important to note that 8n < 128 and the 8n bits are not encrypted. Once, the C 0 , C 1 . . . C l−2 values are known, the π l permutation over a l elements array is calculated, according to the procedure described previously.
IV. AES ENCRYPTION ALGORITHM WITH A VARIABLE
PERMUTATION This section explains how the tool developed in the previous section in the process of image encryption is used. There are two steps to encrypt a figure; the first is to generate a permutation of the size image and later apply it over the whole figure. The second step is to use the AES algorithm with a modification, i.e., to utilize a different permutation for each 128-bits block after the x-or operation in the first round. Permutation on the whole image is intended to disperse the information so, when the encrypted figure is damaged, it does not appear in a focused manner in the decrypted figure. Actually, this is the intention of permuting the entire image. On the other hand, the algorithm described in the previous section defines a Bijective function [33] , from the integers set to the permutations set, which is denoted as I m , thus, if I m is a Bijective function, it follows that it is a one to one function. This is important, since two different sets of constants C i have associated two different permutations, which means in a general way the resulting block from the Input ⊕ k 1 operation is modified in a different manner, where the entrance string in the first round is Input, and k 1 is the first from the keys schedule.
Another question that may arise is why after the x-or operation? And why in the first round? Regarding the first question, the reason it is not used at the entrance of the first round as with Triple-DES or Triple DES-96 [34] , is because some images have areas of the same color; for example, black or white. In this situation a permutation applied to ones or zeros strings does not make any modifications to them. But, when it is used after the x-or operation, this allows modifying the bit strings. Furthermore, why in the first round? Given that the information is mixed in each round, then any changes made in the first round there is more opportunity to scramble information, and at the end of the encryption process the ones and zeros will appear randomly. It is important to explain whether the multiplication of the integer associated to the AES key with pi, somehow affects the communication between two people. Actually, this is irrelevant in a secure communication scheme, such as Public Key Infraestructure (PKI) [35] . The key can be encrypted and transmitted using an asymmetric encryption cryptosystem, for example, ElGamal [36] , RSA [37] or Elliptical curve [38] . The receiver can know the key with its private key and compute l × pi. Later, the receiver can compute the variable permutations and the permutation of the whole image.
V. RANDOMNESS ANALYSIS OF ENCRYPTED IMAGES
As mentioned at the beginning of this work tests of randomness are carried out to find out what is the "quality" of the encrypted images; that is, what is the randomness degree in the colors of encrypted figures. Clearly, when the images are with different shades the process is the same.
A. Correlation, Entropy and Discrete Fourier Transform tests
Randomness analysis of the following tests is started: Correlation in directions; horizontal, vertical and diagonal; Entropy and Discrete Fourier Transform. Also, as mentioned earlier, the encryption of the images is performed without compression, or more specifically lossless information. In any image encryption it is important that the distribution of its bits should be random, in order to avoid bias that might lead to attacks to discover the key or plaintext.
With respect to the Correlation between adjacent pixels of an encrypted image with "quality," it is expected that there is a Correlation coefficient close to zero between adjacent pixels, that is, the linear relationship between them must be very weak [39] . Adjacent pixels are considered in three directions, namely, horizontal, vertical and diagonal.
The process of computing the Correlation between two random variables; x and y, is carried out as follows:
A pixel of the encrypted image is selected randomly. This pixel has a value for red, green and blue which is denoted as x r , x g and x b . After selecting a random pixel, the next pixel is taken in adjacent directions horizontal, vertical or diagonal as appropriate. Similarly, as in the previous case, the adjacent pixel selected has a value for red, green and blue. These amounts are denoted as follows: y r , y g and y b .
So, suppose M pairs of pixels x, y are chosen randomly. Then, it is possible to calculate the Correlations in the three directions for the three primary colors. The formula for calculating the Correlation coefficient in the horizontal direction and for the red color is as follows:
, where x h,r and y h,r are
Clearly, the expressions in the vertical and diagonal directions as well as for the green and blue colors are the same. In the case of a mono-color image, the process is the same as a color figure.
In case of the Entropy, the study of pixels dispersion in the images is performed by separating the primary colors at each pixel. When a single color is required, one Byte is necessary to calculate the Entropy, i.e., 256 gray levels. For color figures three Bytes are necessary, one for each basic color. In this vein, it is said that if the distribution of bits is totally random the Entropy is 8. To measure the randomness in strings of zeros and ones in practical cases the proceeding is as follows: When Entropy is near 8 it understands that the string of zeros and ones is random; otherwise it would mean that it is not.
To calculate the Entropy it is assumed that there is a string of pixels. In this regard, it is possible to separate each pixel in the chain into its basic color. Then, suppose that the bits string in the red color is divided into blocks of 8 bits, that is, one Byte; it follows that it has 256 possible values. Frequencies are recorded in a table of 256 classes according to their order of appearance. Therefore, each class is assigned a frequency f i for i = 0, 1, . . . , 255, so, an estimation of the probabilities for each of the classes is P [x i ] = 1 fi , where f i is the class frequency x i , i = 0, 1, . . . , 255. In this vein, Entropy, say for red color, is calculated as follows:
, where X is the set of all classes. In a simple manner, from the last expression it can be seen that for the green and blue colors the formulas are the same.
The Discrete Fourier Transform measures the degree of randomness of zeros and ones string, that is, there is no periodicity -repetitive patterns-one followed by another.
The following items appear in the calculation of the test statistical:
-N 0 . It is a theoretical amount expected;
, where n is the chain length. -N 1 . It is the number of values below a threshold h, which in turn depends on the string length n.
If n is odd, just the last bit string is suppressed. Clearly, f j has a real and another complex part. The f j module is calculated, which is real; later, it is compared with h. If f j < h a one is added to N 1 value. Otherwise N 1 remains with the previous value. With the latter dates the quantity
and the test statistical P − value = erf c(
); are calculated with erf c(
The decision rule is: if P − value is less than 0.01 the null hypothesis is rejected, otherwise it is accepted.
B. Randomness Test Proposed
Due to work with images testing randomness based on how the color bits are arranged in an encrypted figure, so the
] statistical is used for each primary color. The o i is the observed value and e i is the expected value. Using the χ 2 statistical it is possible to quantify the freedom degree that has the distribution of the different shades of colors; red, green and blue.
In all NIST 800-22 tests, to determine the degree of randomness of the bits in a string, this type of proof does not appear, that is, the tone distribution randomness of the basic colors is not measured, so, it is a different situation. In the same way as the tests of 800-22 NIST standard, the proposal proof uses the Goodness-of-fit test, utilizing the statistical, χ 2 , which has a probability distribution of Chi-square with n − 1 degrees of freedom. The freedom degrees are obtained in the following way: the shades of each color of an image can be represented as a histogram whose abscissa has 256 divisions. Then, the degrees of freedom are 255 [19] . On the other hand, if it is considered that the random variable χ 2 approaches the normal distribution according to the center limit theorem, it follows that the mean and variance of χ 2 statistical are: µ = 255 and σ = 2(255) = 22.5831 for each basic color.
With this information it is simple to calculate the threshold for a significance level of α = 0.01 and α = 0.001, considering that both size of significance gray levels are in the right tail of the normal distribution. So, the threshold for significance level α = 0.01 is 307.61 and for α = 0.001 is 324.78.
Then, the process of making the decision to accept or reject the null hypothesis, according to particular datas is as follows:
a) The statistical
] is calculated with specific values, where o i and e i are observed and expected values number i.
b) The probability to the right of the value χ 2 is calculated; if this probability is greater or equal to 0.01, then the null hypothesis is accepted, otherwise it is rejected. If the significance level is 0.001 the procedure is similar.
C. Sensitivity Analysis
It is important in image encryption to make the Correlation between two figures encrypted with two very close keys, for example, the difference between these two keys could be one. This Correlation should be close to zero. This means, that no matter the closeness between different keys, the result is that there is no relationship between the two encrypted images.
D. Proposed Image to be Encrypted
In the introduction to this article it was mentioned that a criterion would be presented to choose the figure to be encrypted. This criterion is based on a characteristic of the Goodness-of-fit test that tells us the following: if the tones distribution in each of the three basic colors was totally random χ 2 = 0. In fact, this means that each color histogram is a uniform distribution.
However, when χ 2 has a very large value for each of the primary colors AES with variable permutations should be applied, otherwise the encryption is not efficient, see Figure  2 . In addition, there are many relatively small images with χ 2 which can be applied directly to the AES cryptosystem, see Figure 5 ; i.e. it is not necessary to use a random permutation after the x-or operation in the first round for each 128-bits block of plaintext. Encrypted image passes all the aforementioned tests of randomness and also the proposal. So, in this research, it is proposed to choose an image that has a χ 2 as large as possible for each of the basic colors in order to show that the proposed method is effective for encrypt images.
In this investigation a figure with the following chi-square for the primary colors red, green and blue is used: χ 
VI. RESULTS PRESENTATION OF ENCRYPTED IMAGES
As noted earlier in this article, first the results of the encryption process are shown to verify that the procedure observes the tests of randomness proposals, and also, it is compared with other researches. The images that are ciphered appear in many papers of encryption figures. Such images are five, namely: Peppers, Baboon, Barbara, Lena and the proposed figure. The first four images are presented in Figure  4 , and the proposal in Figure 1 . The 128-bits key of the AES cryptosystem is written in a hexadecimal system, and it is as follows:
In fact, it can be assigned randomly.
As noted earlier, the k key is associated with a positive integer, which is as follows:
Then, multiply the number by pi; that is, the product l × pi which in turn is a transcendental number. To the right of the decimal point the number of bits needed to cover all the sets of constants used to encrypt the image is taken. The tests: DFT, Goodness-of-fit proposal, Entropy and Correlation coefficient of adjacent pixels in the directions horizontal, vertical and diagonal, also, a sensitivity analysis for the k and k + 1 key are applied in this section.
A. The Discrete Fourier Transform, Entropy and the Proposed Test
It starts with DFT applied to Figures 4 and 1 ; later, the test for Goodness-of-fit. In both cases it is encrypted with the k key. It is determined if the bit strings for each of the colors; red, green and blue approve the randomness criteria for significance level α = 0.01. The test results of the DTF are presented in Table 2 and the Goodness-of-fit test in Table 3 .
Regarding the amounts P − value r , P − value g and P − value b which are the threshold values for the primary colors; red, green and blue, they appear in Table 3 .
Study of the Entropy, for each of the primary colors is conducted separately. As noted in this research earlier, an image is "well encrypted" if the Entropy of each basic color is closer to eight. Table 4 shows the results.
Entropy results presented in Table 4 are better than those shown in other studies [5] .
B. Sensitivity Analysis
Concerning the sensitivity, the amounts of the Correlation coefficient between figures encrypted of image (a) Figure 4 are shown, one with the k key and the other with k + 1 key. It also clarifies that the way to make this task is by means of a randomly chosen sample as follows: three thousand pairs of pixels (x i , y i ) are taken, where x i is a randomly chosen pixel from the encrypted image with k, and y i is the corresponding pixel in the image encrypted with k + 1.
Correlation analysis was performed for the three primary colors; red, green and blue. The results are presented in Table 5 .
C. Correlations Between Adjacent Pixels
If an image is "well coded" it is expected that the Correlation coefficient between adjacent pixels in the directions: horizontal, vertical or diagonal, have a Correlation close to 0. This means that there is no linear relationship between adjacent pixels for the same three directions. The Correlations calculation takes a random 3000 pairs sample of pixels and for each basic color in all three directions the analysis is performed.
Images in Figure 4 and Figure 1 are used for this task. The results of the Correlations for the original images are shown in Table 6 and those encrypted in Table 7 .
In both tables the values for each primary color are separated. Regarding the notation, the Correlation coefficient is denoted as r, which has two subscripts. The first one indicates the direction: h, v or d and the second is the color: r, g or b.
For example, if the diagonal Correlation coefficient is desired for the blue color it is denoted as r d,b .
VII. PRESENTATION OF RESULTS FOR IMAGES WITH DAMAGE
This part carries out the figures analysis with damage, whereas the faults are applied in concentric rectangles; in fact they may be of any other shape, since in the first stage of the encryption process the permutation over the whole image disperses the pixels in a pseudo-random manner. Clearly, when the figure is decrypted with failure the result is less sharp than the original image. This is due to noise which is introduced in the decoded image. The type of noise that is applied in this article is the occlusion; leaving to other research the additive and multiplicative noise.
In this order, two filters are applied, namely: the first is the median with 3 × 3 and 5 × 5 masks. The second is the mean, and the objective of both is to reduce the noise; that is, make the decipher images sharper. Also, the object of this work noted above is not to compare filters, but to show that the implementation of some well-known filters can improve the sharpness.
Damage sizes used in this article are shown hereunder: 30%, 40% and 45%. Moreover, the elimination of noise is measured in relation to decoded figures with damage, as the receiver ignores the original information. This research proposes to measure the improvement in sharpness according to the following instruments: the Correlation coefficients in three directions; horizontal, vertical, diagonal and the Entropy.
All these tests are conducted for the three primary colors. Obviously, in the case of images with different gray levels the process is similar. Table 8 shows the results of the decoded image with a fault, and corresponds to image (a) Figure 4 . These results for each of the colors are written: red, green, blue and consider different damage sizes: 35%, 40% and 45%.
The mean values are shown in Table 9 . These amounts are obtained for the three gray levels of faults mentioned, and for the three basic colors. It is noted that the procedure of encryption and decryption with damage is performed with the image (a) Figure 4 , regarding the results of the Correlation coefficient in the three directions: horizontal, vertical, diagonal and for the three primary colors are expressed in Tables 10  and 11 . This test applies for the two filters; that is, the median and the average. The reasoning here is as follows: Noise reduction is significant as can be seen, when the Correlation as an instrument of measure is used. Also, in general it can be said that for bigger damage, the filters are less efficient, i.e. both measuring instruments may be inaccurate. In this regard, the size of the fault is important because if the damage is around 80% or 90% it is very difficult with this information to recover the original image. Figure 6 and Figure 7 , where the encrypted images have 40% damage are presented. In Figure 6 , the 5 × 5 median filter for image (a) Figure 4 is applied; and in Figure 7 the average filter for the same image.
VIII. DISCUSSION OF THE RESULTS
The discussion of results is separated into two parts: the first deals with the aspect of image encryption, and the second addresses the problem of encrypted figures with damage.
Regarding the first point, encrypted images pass all the randomness tests proposed in this research. Images were encrypted with the k key, which can be chosen at random. Furthermore, the results of Entropy are better than in other studies. Figure 4 encrypted, using the same key k for each 128 bits block Sensitivity testing was also performed in order to show that there is no relationship between encrypted images and keys in close proximity.
On the second point, it is shown that when these figures were encrypted and then decoded with damage, they can be improved by using filters. The filters used were: median and average and in both cases the noise decreased. Two measuring instruments to determine the noise reduction were used: Entropy and Correlation coefficient in three directions. In all cases it was possible to reduce noise as illustrated in Tables 8 to 11 .
Generally, if the damage is large, say greater than 50%, it can be said that it is very difficult to gather the information of the original image again. Furthermore, the type of damage used was occlusion, leaving for other investigations the analysis of additive and multiplicative noise.
IX. CONCLUSIONS
This research has presented a different way of encrypting color images consisting of two steps, namely in the first a permutation is applied over all image pixels and in the second the AES cryptosystem with variable permutations is used. To show that the encrypted images are of "quality" four tests were applied. The result was that all suggested images that were encrypted passed the randomness tests, and in some cases the Figure 4 image with damage Figure 6 deciphered with 40% damage and average filter applied results were better than others. Two popular filters were used to improve the deciphered figures with faults. The measuring instruments to determine the degree of improvement in the decoded images show that there is a reduction in noise, i.e. the Entropy amount was reduced and the Correlations coefficient value increased. Finally, the software was developed in C ++ and the time encryption of figures proposed in this research was around 85 milliseconds, and an Intel Core i7 processor was used.
